ABSTRACT
INTRODUCTION
Information system security (ISS) practices encompass both technical and non-technical issues to safeguard organizational assets from a variety of threats. Information System (IS) in libraries support the delivery of image, services and collections to local and remote patrons and this availability over the Internet inevitably exposes it to security threats. As a result some controls need to be in place to secure the IS (Guttman and Roback 1995; Westby and Allen 2007; Gupta and Sharman 2008; Scarfone et al. 2008) .
Studies on ISS practices in libraries are few and therefore one could not gauge whether the library sector is lacking or adequate in IS security management (Newby 2002) . This lack of coverage is surprising since information is a library's core business and information delivered over an information system requires consistent monitoring and maintenance in order to avoid possible intrusion. This study attempts to propose an instrument to assess the level of implementations of ISS status in Malaysian libraries.
RELATED STUDIES IN MALAYSIA
The few Malaysian-related studies covered mainly ISS in health care, IT organizations, and government sectors. Al-Salihy, Ann and Sures (2002) assessed the effectiveness of ISS in a Malaysian IT organization. Their findings revealed that disincentives certainty, systems environment and security, software control, and organizational maturity are key factors contributing to ISS' effectiveness, while the effect of code of ethics and top management support were insignificant. Suhazimah (2007) explored ISS management in Malaysian public services (MPS) and found that awareness about information security existed in many of the MPS' organizations and the respondents believed that information security management practices were documented and had been communicated within their organizations. On the other hand, Samy, Rabiah and Zuraini (2009) studied the potential threats that exist in Malaysian health care information systems. Their study revealed that power failure was the most critical threat for the health care information systems, followed by acts of human error, technological obsolescence, hardware problems, software failures, network infrastructure failures, and malware attacks. This research holds significant value in terms of providing a complete taxonomy of threat categories in health care information systems and identifying the overall risks in the health care domain. Realizing the lack of research in the library settings, we are motivated to explore measurements that can be used to assess the ISS practices in Malaysian libraries.
OBJECTIVES
This exploratory study aims to firstly, identify a suitable IS security model that can be adopted and adapted to formulate an assessment instrument in the library context; secondly, to determine the validity and reliability of the instrument; and finally, to assess the current IS security status in Malaysian special and public libraries. The assessment tool specifically assess the types and extent of IS safeguarding measures in a library in term of technological (security of hardware, software, workstations, networks, servers, data and its physical facilities) and organizational measures (security policy, procedures and controls, tools and methods and awareness creation activities). The geographic context of this pilot study is selected Malaysian special and public libraries.
METHODOLOGY
This study encompassed two phases. The first phase involved identifying from literature the relevant model that could be adapted to frame the components that will be used in the survey instrument to assess the implementation status of ISS in Malaysian academic libraries (Appendix 1). The second phase involved piloting the survey instrument to determine its reliability and validity and to score the results using an instrument adapted from the Information security Governance (ISG) Assessment Tool for Higher Education (EDUCAUSE/Internet 2 Security Task 2004). The scores obtained would place the security measures used in libraries at very high, high, medium, low or very low levels of implementation. This will enable libraries to identify their strong and weak areas.
The survey instrument was used to collect data for analysis. The study uses a convenient sampling method to pilot the instrument on selected special and public libraries based on the minimum selection criteria, that each of these libraries must have an automated library system, provide Internet access and online services. The respondents sample consisted of 110 individuals who are responsible for the IS or IT in the special or public libraries in Malaysia. The background information on these respondents was obtained from their university library websites. Each respondent was given a self-administered questionnaire either by post, hand or e-mail attachments depending on the convenience of the locations. Each questionnaire booklet or email attachment was attached with an introductory letter which explains the research objectives, instructions and definitions of key terminologies together with self-addressed stamped envelope. Follow-up telephones calls and reminders via e-mails were made to increase the response rate. The findings were based on 50 usable questionnaire returns. Respondents came from 40 (80%) special libraries and 10 (20%) public libraries. The results of pilot survey are subjected to validity and reliability testing using the Cronbach's alpha score and subsequently measured using the ISG assessment tool to determine the implementation status of each component of the security measures as well as general performance in general.
THE LIBRARY INFORMATION SYSTEMS SECURITY ASSESSMENT MODEL (LISSAM)
A search in literature for an ISS assessment model in libraries could not be located. As a result we looked for a suitable model in the IS domain to find one that is generic enough to be able to apply to a library situation. We found this in Hagen, Albrechtsen and Hovden's (2008) model which presented an organizational IS Staircase Model, which illustrated that an effective ISS should be built like a staircase of combined components, which are mutually dependent on each step. The two main components are the technological and organizational measures (Sundt 2006; Berghel 2005) . The combined measures are formulated based on Von Solm's (2000) suggestion that the basis of an ISS should include organizational, legal, institutional aspect and the applications of best practices and security technologies. The model works on the premise that the critical foundation of an ISS is its technological infrastructure that must be in place first and foremost. The organizational components comprises four factors; the existence of an information security policy, the emplacement of procedures and controls, the formulation of adequate administrative tools and methods and awareness creation. The steps in the staircase follow a logical order so as to achieve the three primary goals of a good ISS practices, which was to ensure and protect the confidentiality, integrity and availability of an IS system (Eisenberg and Lawthers 2005) . These three goals become the basis for ISS that protects the system from different security threats. We adopted and adapted the Hagen, Albrechtsen and Hovden model to derive an ISS assessment model in the library context. The library ISS refers to the means and ways a library protects the information processed by an IS and of the IS itself, which includes giving access to authorised users (confidentiality), protecting against unauthorised changes (integrity) and making the system always available and usable (availability) whenever it is needed. The proposed Library Information Systems Security Assessment Model (LISSAM) is given in Figure 1 .
In the LISSAM model the higher the position on the staircase, the more complete and complex is the state of the ISS management in a library (Hagen, Albrechtsen and Hovden 2008) . The first staircase illustrates that the library security environment which includes the technological foundation must always be in place. Next, the security policies must be grounded with developed rules, guidelines and plans. The third staircase illustrates that the ISS processes and procedures are supported by appropriate tools and methods. When these formal systems are implemented, the library subsequently needs to deal with the human issues who give life to the administrative security routines by applying them in their day to day activity. This final step involves raising awareness and educating everyone who is using the library IS as users and this represent the most complex and important part in the IS systems. The sequence of steps shown in the model illustrates the ideal sequence of combined security measures for the library IS. However, there are possibilities that some measures were more fully implemented than the others. The implementation index based on the Information Security Measure Benchmark (Information-Technology Promotion Agency, 2008) was applied to the model to create an instrument that can be used to assess the level of ISS implementation in a library. At each level, the variables are measured based on five status of implementation scores (1 = Not Implemented to 5 = Fully Implemented) that reflect the attributes of implementation (Table 1) .
This study used the components factor analysis technique as suggested by Malhotra (2004) for the purpose of items reduction in the survey instrument. Results of the factor analysis (see Table 2 ) indicated that item commonalities scores were high as they were all above 0.60. MacCallum et. al. (1999 ), MacCallum et. al. (2001 and Zhao (2009) advised researchers to check commonality of each variable and drop variables that fall below 0.6. The Cronbach's alpha score is used to evaluate the consistency of the responses for each item within the instrument. The reliability scores justified the use of all the items under the 5 constructs. In this study we choose the reliability coefficient of 0.60 or higher as "acceptable". Technical security mechanisms are used to safeguard the library IS integrity, confidentiality, and availability. These include the mechanisms that are put in place to protect, control and monitor information access as well as prevent unauthorized access to data that is transmitted over a library system. The assumption is that a technological foundation must always be in place in any ISS environment and treated as the main defensive system. Moreover, the traditional ISS has emphasized on security technologies as the basis of a security system (Siponen and Oinas-Kukkonen 2007) . In this study, the technological security foundation refers to the security of hardware, software, workstations, networks, servers, data and its physical facilities and environment in libraries. Technological mechanisms comprise the following issues: i) Hardware Security Hardware in this context refers to telephone lines, input/output ports, modems, network cablings, scanners, printers and storage media. These equipments need to be secured from any threats including thefts, power failures, equipment incompatibilities, careless damage and ensure the availability, confidentiality and integrity of data in a library (Yeh and Chang 2007; INTOSAI 1995) .
ii) Software Security Software refers to library systems, OPACs, online databases and resources made availavle over the Internet. The scope of software security encompass protecting the software components from breaches (Eisenberg and Lawthers 2005; Yeh and Chang 2007; Newby 2002) .
iii) Workstation Security The most common library's workstation security threats come from the Internet and from the users such as viruses and worms, theft and unauthorised access (Eisenberg and Lawthers 2005; INTOSAI 1995) .
iv) Network Security
The network security for a library would need to disallow access to the IS from unauthorised users, while simultaneously ensuring full access to legitimate users (Eisenberg and Lawthers 2005; Yeh and Chang 2007) . v) Server Security Libraries need to take steps to secure the email and web server applications from any intrusion, hardware or application failure due to viruses, hackers and natural disasters. The availability, confidentiality and integrity of the library server can be assured via proper implementation of specific counter measures (Eisenberg and Lawthers 2005) .
vi) Data Security
The library needs a sound data management system to assure the security of its data against accidental loss, unauthorised modifications and access by taking appropriate measures (Yeh and Chang 2007; Thiagarajan 2003; Powell and Gillet 1997) .
vii) Physical Facilities and Environmental Security
The term physical and environmental security refers to measures taken to protect the library systems, buildings and related supporting infrastructures or resources (including air conditioning, power supply, water supply and lighting) against physical damage associated with fire, flood and physical intrusion (INTOSAI 1995; Yeh and Chang 2007) . The Cronbach's alpha scores of all items under (i) to (vii) are above 0.60 and an overall score of 0.682 indicating high degree of internal consistency and reliability of the items listed to measure technological implementations (Table 2) .
(b) Information Security Policy: Step 2
Information security policy refers to written documentations in the form of policies and guides that laid out the process of protection linked to the overall security strategy of the library (Hone and Elloff 2002; Doherty and Fulford 2006) . A security policy is needed in a library as it provides continuity, consistency and a basis for enforcing staff and patron conduct when using the library IS (Williams 2001). In order to be more practical and implementable, policies are defined by standards, guidelines and procedures (Weise and Martin, 2001 ). This component that received the highest Cronbach's alpha score among the 5 factors was information Security Policy which ranged from 0.849 (lowest) to 0.971 (highest) and with a total item average score of 0.844 (Table 2) .
(c) Procedures and Controls: Step 3
Procedures are step-by-step instructions on how to implement and enforce policies in the organisation (Conklin et al. 2005) . Procedures and controls are implemented through work processes and procedures, which outline how resources are protected. This step consists of documents guiding individuals and organisations through user instructions, security plans, non-disclosure agreements and follow-up activities of the documented systems. The items in this factor receive Cronbach's alpha scores of between 0.70 and 0.90 and a total average of 0.671 indicating that the reliability coefficient scores is acceptable (Table 2) .
(d) Administrative Tools and Methods: Step 4
Administrative tools and methods are both proactive and reactive means in ensuring the security of IS in a library which includes asset classification, risk analysis, audits and incident reporting systems. The items in this factor receive Cronbach's alpha scores of between 0.640 and 0.956 and a total average of 0.705 indicating that the items are acceptable (Table 2) .
(e) Awareness Creation:
Step 5
This step refers to the process of making people understand and aware of the importance of security, the use of security measures, the implications of security on their ability to perform their jobs and the process of reporting security violations (Pipkin 2000) . The Cronbach's alpha scores for all items are above 0.60 and found to be reliable (Table 2) . 
THE SCORING TOOL
A scoring tool adaptation from the Information Security Governance (ISG) Assessment Tool for Higher Education (EDUCAUSE/Internet2 Security Task 2004) was used to measure the status of implementation for all 5 stages of LISSAM. Table 3 indicates that the total score from each of the five sections should be entered into the corresponding box on this chart to determine the overall status of library's ISS practices. Firstly, the library's total score for presence of technological measures is evaluated by summing all the seven technological components (Table 3 ).
The library's total score for presence of organizational measures is calculated as the sum value for the presence of IS policy, procedures and controls, administrative tools and awareness creation (Table 4) .
Next, the overall assessment score for the library ISS practices is evaluated based on the status of technological measures and organizational measures, which indicates implementation status of very poor practices, poor practices, average practices, good practices, or very good practices (Table 5) . 
RESULTS OF THE PILOT SURVEY
This preliminary study reveals a general picture on the status of information systems security measures in the pilot sample of special and public libraries in Malaysia. The libraries demonstrated a higher level of implementation of technological measures than organizational measures. The results also revealed that the libraries were focusing more on the 'visible' prevention measures exemplified by observable physical aspects of monitoring tools such as security cameras, locks, warning signs and fences which are more observable by library staffs, users and outsiders as compared to the less visible security controls such as implementation of policies, procedures and awareness programmes for staffs.
(a) Level of Implementation of Technological Measures
The level of implementation of technological measures is high for 95% in special libraries and 100% in public libraries in Malaysia (Table 6 ). The libraries have high presence of technological security controls to protect the hardware, workstations, servers, software, network and their physical facilities. This seems to affirm the views that the answers to security challenges have been technological (Volonino and Robinson 2004) . However, the presence of data security measures in these libraries is average, and this might threaten the confidentiality, integrity and availability of data. The libraries therefore need to assure adequate controls are in place to prevent disclosure of confidential data (Table 7) . All the libraries in this study have high level of implementation for technological measures and were the majority have 5 years to 10 years experiences in ICT or computerization and received between 1% and 3% of budget for IS security. This imply that adequate financial resources for IS security and longer ICT adoption would most likely lead to the presence of good technological measures in their libraries (x ² =50,000, df2, p = 0.001; x² =8.333, df2 , p = 0.016 respectively).
(b) Levels of Implementation of Organizational Measures
The majority of the libraries (54.0%) in the pilot study have poor implementation of organizational security measures, and, 46.0% require improvement on the implementation of organizational measures (Table 8 ). This unsecured situation could result in a variety of security risks as most of today's security challenges are related to human and organizational aspects of security (Anderson 2007 ). The majority of libraries (72%) in this study demonstrate high presence of information security policies implementation. This finding corroborates the report made by Dimopoulos et al. (2004) , which indicated that the practice of developing information security policies is becoming increasingly popular and may be considered a source of competitive advantage amongst security conscious practitioners.
However, the results show average emphasis on the presence of security procedures and controls, administrative tools and awareness creation activities (Table 9 ). Literature has highlighted the importance of creating supporting policies, standards, guidelines and procedures in an organization to ensure protection against human-created security problems such as detailing on the roles for security administrators and users to maintain the security of the systems (Dhillon 2001; Conklin et al. 2005 ). This present findings is consistent with other research which found that a significant portion of human-created security problems resulted from poor organizational security practices, such as users not following established security policies or processes, and a lack of security policies, procedures, or training within the organization (Conklin et al. 2005) . As people are the weakest link in any security-related process, libraries need to addresses issues on user education, awareness, and training on information security policies and procedures that affect them (Merkow and Breithaupt 2005) . CONCLUSION It was evident that the level of implementation of technological measures in Malaysian public and special libraries is high. This may be related to the provision of sufficient financial support and years of experiences in ICT or computerization. However, the implementation level of organizational measures in these libraries is considered poor. This may be due to the over-emphasis on technology as the sole solution to all security problems and needs to be investigated further. The libraries need to factor in organizational issues to improve their IS security practices.
New technologies are forcing libraries to be particularly attentive to changes of IS risks associated and the controls used to secure the IS. Thus, maintaining the library's ISS means not only ensuring that library patrons are provided access to information but also maintaining and monitoring the library's hardware, software, and security, guided by documented policies and procedures (Breeding 2003) . Libraries should also maintain the privacy of their information assets such as the library's financial information, patrons' circulation information, and passwords to access the library systems. Patrons should be given appropriate access to the library computers, web sites, databases, and servers based on the principle of least privilege, which refers to only the privileges that they need to perform their specific jobs or tasks in order to protect data integrity from any breaches. Libraries should also implement good backup policies and recovery procedures to ensure their data and services via information systems can be accessed and shared in a convenient way whenever it is needed and data can be restored quickly during downtime. This study is limited by the small sample size of the data collected. In future other contributing factors need to be investigated such as the impact of local environment, ethics and culture that may be related to the degree of implementation ISS in a variety of library settings. 
The following is a list of Information Systems (IS) safeguarding measures.
Please tick (√) in the box to indicate the level of implementation in your library based on index below: 1 -Not implemented 2 -Only some part has been implemented 3 -Implemented but has not been reviewed 4 -Implemented and reviewed on regular basis 5 -Fully implemented and recognised as good example for other libraries a)
Hardware security 1.1 CCTV, visual camera, magnetic detection system and electronic anti-theft system at strategic places, public computer areas and server areas.
          1.6 Anti-phishing solutions to prevent phishing attacks.
     1.7 Cleanup software to erase files or settings left behind by a user.
    
1.8
Desktop security software at application and operating level to monitor, restrict usage or disable certain features of the workstations.
     1.9 Automate the process of installing an application or updates to workstations on a network.
     1.10 ID management software to automate administrative tasks such as resetting user passwords and enabling users to reset their own passwords.
1.11
Menu replacement software to replace the standard windows desktop interfaces and provide control on timeouts, logging and browsing activities.
1.12
Multi-user operating systems and application software to allow concurrent access by multiple users of a computer.
1.13
Automatic debugging and tests to remove any defects from new software or hardware components.
     1.14 Rollback software to keep track and record any changes made to the computers and allow the system to be restored to its original state from any chosen point in time.
1.15
Single sign-on system for a user authentication and authorization to access all computers and systems without the need to enter multiple passwords.
1.16
Spam filtering software to detect unwanted spam emails from getting into users' inboxes.
         
1.32
Server segregation/perimeter network (DMZ) by using firewalls and some other network access control devices to separate systems that are at a relatively high risk from unsecured network.
1.33
The network is segmented with a router to increases the bandwidth available to each user and reduce the congestions or collisions of the library's network.
1.40
Regular backups for the data, hard copy of server hardware specifications, installation information, installation software and passwords are regularly performed and stored at an offsite location.
1.41
Server logs are reviewed periodically by using a log file monitor utility to monitor any signs of intrusion or security violations.
1.42
Restrict access to the file system in a server to the directory structure using file or directory permissions.
1.43
Library servers' operating systems and applications are hardened to protect from any vulnerabilities.
The server is placed in a secure location, such as in a lockable cage, a locked room and place it with environmental controls.      Regular internal and external audits programs appropriate for your library's Information Systems size, complexity of activities, scope of operations, risk profile and compliance with the relevant standards.     
    

5.9
Threats that could harm and adversely affect critical operations of your library Information Systems' security are identified and up dated regularly.
     TOTAL
